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Quick Security Tips from the IRS

Beware phishing scams, especially 
COVID and stimulus-related 

schemes
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Cybercriminal Threats

• Cybercriminals have attempted to exploit 
COVID-19 concerns this year

• Cybercriminals use a variety of techniques 
and tools
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Short Message Service – Example
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Phishing Text Message – Example
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Phishing Text Message – Example 2
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COVID 19 Scams 

• Cybercriminals have attempted to exploit 
COVID-19 concerns this year by using it as 
their “bait’ in phishing scams

• Cybercriminals pose as government 
agencies  with “urgent” messages 
promising help
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Phishing Email – Example
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Phishing Email – Example 2
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IRS Impersonation Scams

• Phone, e-mail, and texts impersonating 
Internal Revenue Service employees

• "As the holiday season and tax season 
approach, everyone should remember to take 
basic steps to protect themselves”

- IRS Commissioner Chuck Rettig
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Internal Revenue Service 
Does Not:

• Call Demanding Payment and Making 
Threats of jail or lawsuits

• Demand payment via gift, debit, or iTunes 
cards

• Send unsolicited e-mails about refunds

• Request login credentials, Social Security 
Numbers or other sensitive information

• irs.gov/phishing
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Other Government Agencies
Investigate Scams 

• TIGTA investigates IRS impersonation 
Scams

• TIGTA phone number: 1-800-366-4484                    

• TIGTA web address: www.tigta.gov

• Federal Trade Commission:         
www.FTC.gov
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Recap

• Recognize and avoid phishing scams

• Do not open links or attachments from 
suspicious e-mails

• Don’t respond to unsolicited e-mails 
requesting your password or account 
information

• Use Multi-Factor authentication for all of 
your accounts

13



Multi-Factor Authentication
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Practitioner Priority Service is a nationwide 
toll-free, account related service available to 
tax practitioners.

PPS Account Service is available to tax 
practitioners (individuals and businesses) who 
provide tax advice, prepare income taxes or act 
on the taxpayer’s behalf and are calling in regard 
to an account related issue before the IRS. 

Practitioner Priority Service (PPS)
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Practitioner Priority Service (PPS)

PPS serves tax practitioners as the first point 
of contact for assistance regarding their 
clients' account related issues.

Improves overall consistency and quality of 
taxpayer service.

Available to tax practitioners with valid Form 2848, 
Form 8821, Form 8655 or other third party 
designee authorizations. 
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Practitioner Priority Service (PPS)

Hours of Service: 

–7:00 a.m. to 7:00 p.m. local time

–Alaska & Hawaii follow Pacific Time

–Puerto Rico practitioners- 8:00 a.m. to 8:00 p.m. 
local time. 

21



Practitioner Priority Service (PPS)

PPS serves tax practitioners as the first point of 
contact for assistance regarding their clients' account 
related issues.

Improves overall consistency and quality of taxpayer 
service.

Available to tax practitioners with valid Form 2848, Form 
8821, Form 8655 or other third party designee 
authorizations. 
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Practitioner Priority Service (PPS)

The following account related services are 
offered in all Accounts Management locations.

Resolving taxpayer account problems by:

• Locating and applying payments

• Explaining IRS communications (i.e., notices and 
letters)

• Providing general procedural guidance and 
timeframes

23



Practitioner Priority Service (PPS)

Resolving taxpayer account problems by:

–Making account adjustments

–Securing taxpayer income verification

–Providing transcripts of taxpayer accounts
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Practitioner Priority Service (PPS)

Services that are Out of Scope for Accounts Management PPS 
Assistors 

Tax Law questions 

Accounts assigned to:

• Automated Collection Services (ACS) cases,
• Automated  Under Reporter (AUR) cases,

• Correspondence Examination cases, or

• Cases assigned to Revenue Officer

Calls for specific employees
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Practitioner Priority Service (PPS)

PPS voice options: 

Option 1 - Tax Law questions

Option 2 - Individual Accounts not in collection or 
examination status 

Option 3 - Business Accounts not in collection or 
examination status  

Option 4 - Automated Collection System (ACS) status 

Option 5 - Automated Under Reporter (AUR) status

Option 6 - Correspondence Examination
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Streamlined News for 
Tax Professionals & IRS Partners
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Subscribe to IRS e-News for Tax Pros

Simply Click:

1. News

2. e-News 
Subscriptions

3. e-News for Tax 
Pros

4. …and Subscribe

IRS.gov – Keyword: e-News
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IRS.GOV 

• IRS.gov has around-the-clock information 
available and is the fastest way to get 
assistance. 

• Millions of people use IRS.gov to help file 
and pay taxes, get information about their 
accounts and get answers to tax 
questions.
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